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ABSTRACT

Today, everything can be googled, copied, pasted, downloaded, shared
and replicated without the knowledge of a copyright creator, who may
be residing within the neighbourhood of his copyright infringer, let alone
on the other side of the world. The nature of the internet has made
respecting, protecting and adhering to copyright laws very difficult. Many
commentators argue that the digital era has put copyright law under
increasing pressure both at national and international levels particularly
in respect of musical works and sound recordings. Holding copyright
infringers accountable for violating copyright laws, especially on the
internet has become a hugeissue. In the light of International Initiatives,
this work looks at the responsibility and liability of internet service
providers for copyright infringement in respect of musical works and
sound recordings.

Keywords: Copyright, infringement, license, digital, music, download,
online

INTRODUCTION

Unlicensed musicand theunfair competitionitimposesonlegitimate servicesisthe
biggest chalengefor the music businesstoday. Theyear 2007 washeralded asthe
year | nternet Service Providers (1 SPs) responsibility became an accepted principl €.
Sincethen, variousjurisdictions have sought to make holding | SPsresponsiblefor
digital copyright infringement aredity. The questioniswhether allegedindividual
infringersor | SPsshould beprimarily liablefor illegd file-sharing of copyrighted
musical worksand sound recordings. In 2007, aBelgian Court ruled that an ISP
must take responsibility for stoppingillegd file-sharing onitsnetwork?. Thecourt
said that | SPs have thetechnical meansat their disposal to either block or filter
copyright infringing materia on peer-to-peer networksand gavethe | SP Company
(Tiscali) six monthsto implement such measures. Thereare presently, filtering
technol ogiesto filter online contents, and possible sol utionswhich can be utilized
by I SPsto block thetraffic of unlicensed music. Thel SPs, who areinternet gate-
keepers, have alegal responshbility to help control copyright infringing traffic on
their networks. Copyright coversselective, dtered, summarized and varied versons
of awork, whereit still involves substantial reproduction of theoriginal®. Where
therehasbeen copyinganddl or virtudly al of thework istaken without dteration,
the proof of infringement isstraight forward, it becomesan issuewherethisisnot
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the case. However, reproducing or copying without license or authorisation a
substantial part of a copyright work is an act of copyright infringement. The
Copyright, Designsand PatentsAct?, requiresthat asubstantia part must be copied®.
Copyright protectionisnot limited to wherethe defendant makes an exact copy of
thework but al so where the defendant hasused asubstantial part of the copyright
work. Toinfringeacopyright by copying, itisnot just sufficient that the copying
waswithout the owners authourisation, but al so that the subject be asaresult of
copying a substantial part of the work. In Designer Guild v. Williams?, it was
suggested that the question whether what has been copied constitutes all or a
substantial part of the copyright work, isamatter of impression, for whether the
part taken issubstantial must be determined by quality rather than quantity andits
importanceto the copyright work’.

The claimant also needsto provethat the defendantswork was derived
fromtheclaimantswork®. Thisisto show that thereisalink between thework used
by the defendant and the copyright work. Indetermining substantiaity, itisrelevant
to consider what thework isfor, the purposes of infringement; and whether the
defendant utilized thewhol e of theclaimant’ swork or asubstantial part of it°. The
plaintiff must provethat, directly or indirectly, thedefendant’ saleged infringement
istaken from the work or subject-matter in which he claims copyright'®. Asa
defence, adefendant can a so establish that the claimant copied from the defendant,
that they both copied from the same source, or that they arrived at their results
independently. It ispossiblefor adefendant toinfringe copyright wherethey base
their work onthework of acopyright owner’2, Theonusof proving that adefendant’s
work wasderived fromtheclaimant’ scopyright work isontheclaimant. Theclamant
may establish through direct evidencethat the defendant utilized theclaimant’ swork
inproducing their own®3, Where theinference of copying has been established by
the claimant, the onusthen shifts on the defendant to provethat they created the
work independently.

DIGITALMUSIC COPYRIGHT

Thedigita and computer agehasgrestly influenced copyright and thelawsgoverning
copyright. Copyrightsof musical worksand sound recordings havegrestly suffered
inthisareaand theimpact of copyright theft on thelegitimatemusic businessglobally
istremendous. Today, websites often stream and play music on their sitesand
further create accessfor individua sto copy or download thismusical workswith
littleor noinhibitions. Of course, somesiteslikei Tunesand Amazon, alow for such
copying for certain fees. Such copyingisdevoid of any infringement assuch sites
awaysmest copyright sandardsand requirementswith musica worksright holder(s).
Yet, there arethose siteslike the copyright infringing network limewire, where
individua sdownload musicwithout inhibition. Portabledigital music deviceshave
revol utionized theway consumerslistento music. Theexpanson of Wi-H technology,
coupled with 3G, isbeginning to allow amuch broader music experience. More
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than onethird (37%) of mobileinternet usersfrequently obtainillega musicviatheir
mobile phone. Thisfigurerisesto 65 per cent among the younger age group of
individuas. Nearly 400 millionillegd musicfilesaredownloaded yearly and nearly
80 per cent of userswho obtainillegal music filesaredoing it with no sense of
guilt.**The nature of theinternet has made respecting, protecting and adhering to
copyright lawsvery difficult. Most copyright laws provideto the effect that there
will be copyright infringement when copiesof work held in e ectronicformat are
copied without theauthourity of the copyright holder. Infringing copyrighted works
without express permission seemsto have becomethe order of the day; thisis
worsened by lack of education and awvareness ontheissue. Copyright protectsthe
kill, toil, timeand judgment that wasexpended in creating musical expressionsand
worksand as such bringsnot only economic but al'so moral rightsand benefits.
Downloading musi cfilesfromtheinternet without the permission of theright hol der(s)
isillegd. Just becausetheinternetisapublicdomain and availableto dl to usedoes
not mean every article, image, video clip, music and sound recording can be copied
awill.

“Themusicindustry isway ahead of other media, broadcast and online
companiesin getting our content out there—yet ironically we are behind whenit
comesto getting paidfor it”*°. Itsdigital shareismorethan twicethat of newspapers
(7%), films (3%) and books (2%).1¢ There are more than 500 legitimate digital
musi ¢ servicesworldwide, offering over 6 milliontracks—over four timesthestock
of amusic megastore. Tensof billionsof illegd filesarebeing swapped andtheratio
of unlicensed tracks downloaded to legal tracks soldisabout 20to 1.1” Tensof
billionsof illegal music Glesaretraded annualy worldwideat an estimated ratio of
20illegal downloadsfor every track sold. This has had amajor impact on the
development of legd servicesand holding back growthinthewholedigital sector’s
buying behaviour. Research hasfound that 30 per cent of Peer-to-Peer users
bought fewer CDsand DV Ds; whileonly six per cent said they bought more CDs.
InAustraia, research undertaken for Australian Recording Association (ARIA)
showsthat 57 per cent of Peer-to-Peer downloadersrarely or never purchasethe
musi ¢ they download —pointing to straight substitution of legitimate sales.

Digital piracy in Latin Americahasexpanded rapidly, it isestimated that
2.6billionillegal musicfilesare downloaded in Mexico and another 1.8 billionin
Brazil per year. Onlinepiracy hashit thecoremusic populeionintheregion. Research
inMexico showsthat 64 per cent of music downloading iscarried out by consumers
inthewealthier economic categories, with similar findingsin Brazil. In Europe,
Spain and the Netherlands have ahuge online piracy problem resulting in under
performance of their legitimate market sector. According to research, over one
third (35%) of al internet usersin Spain and 28 per cent inthe Netherlandsare
now regularly engageflaw sharing of onlinefiles. A study by the Spanish Ministry of
Culture showsthat five million Spaniards, or 13 per cent of the population, have
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downloaded musicillegally yearly. China, with nearly asmany broadband usersas
the US and little effective enforcement, is one of the biggest sourcesof illegal
downloadsintheworl d*.

LIABILITY OFINTERNET SERVICE PROVIDERS

Music salesviaonline and mobile channelshaverisen from zero to an estimated
US$2.9 billion— 15 per cent of industry sales- over thelast five years, making
music moredigitaly advanced than any entertainment sector except games'®. The
spread of unlicensed music on ISP networks is choking revenues to record
companiesand investment in artists; despite ahealthy increasein digital sales,
independent estimates say up to 80 per cent of | SPtraffic comprisesdistribution of
copyright-infringing files®. Themajor weight of control and regulation of copyright
ontheinternet hasfallen on thosewho provideinternet access (ISPs). They have
often found themselves the target of legal action by those aggrieved by their
customers' behaviours®. Right holdersarein apositionto apply for aninjunction
againg intermediarieswhose servicesare used by athird party toinfringeacopyright
or related right. In Europe, Article 8(3) of the Copyright Directive? providesthat
member satesmust ensurethet right holdersareinapostionto goply for aninjunction
againg intermediarieswhose servicesareused by athird party toinfringe copyright.

Thewholemusic sector, governmentsand even somel SPsthemsalvesare
beginning to accept that the carriersof digital content must play aresponsiblerole
incurbing the systemic piracy that isthreatening thefutureof al digital commerce?.
AnlISPwhoismerely part of the communication chain and providing only access
totheinternet, kegpscopying received information packetsinto memory and sending
fresh packetsonto thenext hostinthechain, and thistemporary hostingispotentialy
enoughto condtituteatechnica breach of traditiona copyright whenever thematerid
being copiedissubject to copyright protection?. Other waysof infringement include
caching and hosting of third party contents.

Apart fromthe Internet Service Providerswho may betermedinnocentin
thisregard, programmersof peer-to-peer networks and systems passinfringing
worksto and fro®. They copy worksof music ontheir own hard drive, download
suchworksfromothers' hard drivesto their own and play it. Other times, these
networks, do not only copy suchworks, they alsotitlethem and positionthemon
their computer syssemsinwaysthat easly allow membersor usersof their networks
to copy thesemusica works®. Theseactivitiescan condtituteinfringement of musica
works. Now, whenindividuascopy and download such musical worksfromthese
systemsonto their hard drives, such as phonesor iPods, therecording is copied
and such copyingissubstantial?’. Thisisawide spread activity happening every
second world wideyet such actsamount to an infringement of the copyrightina
sound recording or musical work. The Copyright, Designsand PatentsAct of the
United Kingdom? statesthat Copyright inawork isinfringed by aperson whom
without thelicense of the copyright owner does, or authorizesanother to do, any of
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theactsrestricted by copyright®. TheAct dso providesthat therewill beinfringement
wherethe possessionisin the course of abusinessand the defendant knowsor has
reason to believethat the material held isan infringing copy®. Internet Service
Providershogting awebsitedo soin the course of businessand thenature of Internet
Service Provider’sdutiesiscommercia asmost of them providetheir serviceson
acommercia basis. However, thereisanew dawn of | SPresponsibility and co-
operation backed by acollectivewill to mandatetheir responsibility®.. Thus, in
SABAM v. Tiscali®2, Belgium ordered Tiscali to implement filtering softwareto
blockiillicit contents. Right holder bodies havea so been campaigning prominently
intheUK and other partsof theworld to stamp out the sharing of unlawfully copied
music®. Someof these bodiesincludetheInternational Federation of Phonographic
Industry (IFPI) and the British Phonographic Industry (BPI). Thelnternational
Federation of Phonographic Industry spoke of thewind of change blowing through
the musicindustry asregards | SP responsibility and co-operation backed by a
collectivewill onthe part of national legid aturesto mandatethat responsibility*.
TheFederationisfurther launchingincreasing numbersof law suitsagaingt individua
and corporateillegd filesharingin Europeand Asa®. Nationd Industria Associaions
which havefollowed suit include the Recording Industry A ssociation of America
(RIAA)* and the Canadian Recording Association (CRIA).

Many jurisdictionshavethrough different avenuessought to regul ate copyright
infringement especially of music and sound recording ontheinternet. The French
musicindustry backed by the Government adopted an approach of “three strikes
and you are out” %, In order to ensure voluntary enforcement of anti-file-sharing
policy by 1SPsthe British Government has proposed to consult on legidation, if
voluntary, preferably commercia solutionsarenot forthcominginrequiring | SPsto
co-operateintakinglega actiononillegd file-sharing®. Theimposition of liability
on|SPsisvery purposeful from agovernment perspective, because, withthenature
of theinternet, itiseither toimposeliability on 1 SPsor other secondary partiesor
theaternativeistoimposeno effectiveliability at al.

However, ISP smay avail themsalvesof liability for copyright infringement
in Europe by relying onthe E-Commerce Directive®. Based ontheseprovisions,
Internet Service Providerscan avail themsalvesof ligbility solong asthey aremere
conduit pipes, had no knowledge of it, were ssimply passing information accessed
by acustomer, weremerely hosting theinfringing material and can demonstrate
that they acted quickly and removed the offending material when notified. Further,
thereisto beno general obligationimposed on ISP sto monitor information which
passes through or is hosted on their systems™®. In Playboy Enterprises Inc v.
Webbworld,* it was noted that an ISP might not have any control over the
informationto whichit givesaccess. Thevolumeof materia onthe systemsmight
makeit difficult to monitor or screen and even if an 1SPwaswilling and ableto
monitor themateria onitssystem, it might beunabletoreliably identify infringing
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materid. Whileitisimportant toimposeliability on ISP s, failureto shidd 1SPcould
impair communication and availability of information, and drivel SP sout of business,
causing the net to fail*4. The European Court of Justiceruled in Productoresde
Musica de Espana (Promusicae) v. Teleponica de Espana® that | SP's cannot
beforced to disclosetheidentitiesof individua filesharerstoright holders seeking
tobring civil proceedingsagaingt individuals.

Making | SPsliablefor copyright actsoutwit their control isnot very fruitful.
TheBern Declaration of 8th July 1997 statesthat “...third party contents hosting
services should not be expected to exercise prior control on contentswhich they
havenoreasonto believeisillega”. It hasbeen held that even where softwareis
used to copy copyright works, it doesnot meanthel SPispurporting to grant rights
to copy aparticular file. In CBS Songs Ltd v. Amstrad Consumer Electronics
Pic®, Lord Templeman gavetheleading speech, stating: * ... . an authori zation means
agrant or purported grant, which may beexpressor implied, of theright to dothe
act complained of. Amstrad conferred on the purchaser the power to copy but did
not grant or purport to grant theright to copy. However, some search engines, web
inksand Internet Caféshavebeen held liablefor copyright infringement asregards
musi ¢ and sound recordings. In Metro Goldwyn Mayer StudiosInc. v. Grockster
Ltd* the Supremecourt held that anyonewho distributesaproduct whichisprimarily
intended toinfringe copyright, cannot avoid liability for copyright infringementinthe
event that auser of that product usesit to infringe copyright; In the Dutch case of
Brien v. Techno Design ‘ Internet Programming’ BV*, concerning the website
Z0eKMP3.NL, the court found the operatorsliablefor providing linkstoinfringing
MP3files. Smilarly in Cooper v. Universal Music Augralia Pty Ltd®, anAudtrdian
Full Federa Court found the host of thewebsite* mp3s4free’ liablefor authorizing
copyright infringement becauseit provided accesstoillegal MP3files. A UK High
Court, in the case of Sony Music Entertainment (UK) Limited and Orsv. Easy
Internet Café Limited™, found Easylnternet Caféguilty of copyright Infringement
for allowing customersto download musicfromtheinternet toCD’s.

CHALLENGESFORDIGITAL MUSIC COPYRIGHT

Inthisdigital age, copyright enforcement isbecoming more of amyth rather than
redity insomany fronts. Theinternet posesafundamenta chdlengefor theregulation
of copyright and the situation islikened to an approach of governance without
government®. For example, thereisan ongoing war by the Nigerian Copyrights
Commission towards copyright infringement however mostly for actsof piracy.
Thelist of convictionsfor actsof copyright infringement rangefrom book piracy,
software piracy to sound recording piracy, there has been no conviction for
unlicensed onlineor digital musi cal worksdownload or infringement. One obvious
problem that has grosdy been animpediment to theregul ation of copyright onthe
Internet isthat of jurisdiction, applicablelaw, and enforcement. If an author hasa
copyright in Germany, it becomesof no useif that right isinfringed in Zimbabwe
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becausethereisno universal law for regulating online copyright infringement. The
enforcement of copyright lawsand rightsonline, isan areato begiven attentionto
if enforcing liability for infringement is going to be achieved. According to
MacQueen®, “laws can be written in the most draconian terms, but thecritical
question iswhether they can be enforced”. Asregardsjurisdiction, copyrightis
territorial, whiletheinternet cannot belimited to any territory and jurisdiction. The
courtsaretrying to resolvethe conflict of lawswherethe copyright infringement is
dealt within aterritory other than the onethat granted theright initially2. The
problem of jurisdiction arisesbecauseitisonly inthereal world that thereexistsa
mechanism to confer rights, immunities, privilegesetc. with no corresponding
equivaentintheinternet world™. Differenceinlawsalso createsaproblem. What
might congtitute copyright infringementin country * X* might not be samein country
“Y’. The problem of knowledgeisalso problematic®. In many casesusersare
unawareof copyright restrictionsand thefact that they can beheld liablefor copyright
infringements. Althoughthejudiciary inthe UK and UStend towardsaposition
that lack of intention toinfringeisnot adefencein copyright actions, in placeslike
Nigeria, music copyright ontheinternet isnot today the businessof thejudiciary.
Most Nigeriansespeciadly the young ones seethe copying of music electronically
asvoguerather than crime.

M obilenetwork compani esare making hugeamountsof money frommusic
file sharing, onemight wonder if any percentage of those sumsisrebated back to
copyright ownersintheform of roydties. Of course, many of such copyright owners
arefar away inforeignlands and are unaware of happeningsin thispart of the
globe. Another problemisthat it haslong been acknowledged that the use of the
internet haslong outstripped the devel opment of legid ation®®. Technology isahead
of our laws, and issuesthat emerge everyday from the use of theinternet are ahead
of legidations. Itisa so extremely difficult to policetheinternet and establishing
whereacopyright infringement occurred provesdifficult. Itisnot only difficult to
find the cul pritsand overcomejurisdictiona issuesassociated with bringing anaction
but therearea sothelega hurdlesof demonstrating aclear chain of ligbility between
the serviceof | SPs and the actions of and materialsprovided not by them, but the
usersthemsalves”.

CONCLUSIONAND RECOMMENDATIONS

Until now, suing aninfringer for onlinemusic copyrightsissmply acaseof viewing
the act as a tort and proceeding on the basis of a tort committed within the
jurisdiction®. How do you serveanindividua whoisoutsidethejurisdiction? The
BrussalsRegul ation™® permitsan action to be brought and heard by English Courts
for infringementsof signatory countriescopyrightscommitted inasignatory country®.
Thus, the Regulation permitsactionsto be commenced in England even though the
disputereatesto copyright infringement which occurred abroad. Uncertainty has
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however been generated by thisdevel opment, people havewondered why aforeign
court should adjudicate on matters of foreign copyrightsbeinginfringedin other
countries®. However, thedecision of the English Court of Appedl in Pearcev. Ove
Arup Partnership® has affirmed that the English court can hear an action for
copyright worksin signatory countriesinfringedinasignatory country. Thisishuge
and significant for thelaw and for internet usersand abusers.

Thus infringersmay not avoid theEnglish courtsmerdly becausetheinfringing
activitiestake place abroad or outsidethat particular jurisdiction. Now infringers
may find themsel vesfacing clamsunder aforeign law. Notwithstanding, somehave
argued that with the nature of theinternet, little can be done and the burden of
regulationon | SPsand their ligbility for online copyright infringement will get more
extensvewithtime. Thecourt rulinginthe SABAM v Tiscali® case set an extremely
important precedent. It doesnot only confirm that the | SP should take proactive
stepsto block infringing contents; it al so confirms expert evidence on arange of
feasible blocking and filtering solutions availableto | SPs. Until date, | SPsare
exercising acons derable degree of supervision over their customersfor fear that
they will bethe onesto blamefor thewrong doingsof their customers™.

With consideration to the nature of the I nternet, the problemsassociated
with enforcing lawsin the onlineworld, and the huge amount of complaintsand
litigations, theliability of Internet Service Providersbecoming areality might bea
great milestonetowardsthe achievement of acopyright infringement freeinternet.
For now therehasto bea' scapegoat’ for thelaw, until individualscanbeheld fully
accountable and thereisameansto fish out thereal cul prits, someone must beheld
liableto reduceincidentsof digital music copyright infringement. “ The Internet must
not becomeahigh-tech Wild West, alawlesszonewhere outlaws can pillageworks
with abandon or, worse, tradein themintota impunity”®. Governmentsarestarting
to accept that | SPsshould take afar bigger rolein protecting music ontheinternet,
but urgent action isneeded to trand atethisinto redlity. Thereisonly one acceptable
moment for | SPsto start taking responsibility for protecting online content —and
that moment isnow. | SP cooperation, viasystematic disconnection of infringers
andtheuseof filtering technol ogies, isthemost effectiveway copyright theft canbe
controlled.

Thereishowever, no singlesolutionto theissue. Movessuch asredtricting
internet content and holding | SPs primarily respons blemight not bethe solesolution.
Such move might adversely affect usersand might seem forceful to | SPs* there
should belegidationswhich will serve as serious deterrents. Internet userswho
infringe copyright should beheldliable. Presently, internet usersnot only copy for
themselves but al so make available copies of thework tothe public. Thusif itis
argued that | SP'sshould be held liable, theindividual s should be held liable too,
becauseit followsthat usersare purporting to confer on al the other usersof the
network, theright to copy without authourisation. Holding individua usersliablefor
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infringement will introduce certainty in theinternet environment asindividua swill
then seek to understand precisely what they can or cannot do and will act
accordingly®’. Projectsand policieson comprehens ve public educationwork should
be undertaken by government, policy makersand al stakeholdersboth nationally
andinternationally to improve awareness of legal online sitesand of copyright.
Most individua sareinfringing copyright without aniotaof knowledge of copyright
laws, the effects of such act and with no accompanying guilt for their actions. Yet,
continuous copyright will in the long run adversely affect copyright owners,
consumers, themusic businessindustry and the societal economy. “ Thefact isthat
inacommercial culturethat doesn't protect intellectua property, today’sviolator is
tomorrow’svictim. Therearenolong-termwinnersfromgrowingintellectud property
theft” ®. More so, numerous studiesin different markets confirm that the effect of
illegal downloadingisoverwhemingly negative. Unlicensed internet servicesrisk
spyware, adware, malware and even identity theft and these dangers are often
unknown to downloadersand the security risksof downloading unlicensed music
havebeenwell-publicized, but awarenessof them till gppearsvery low. Educationd
policiesinthisareawill beawel comerdlief.

It hasbeen argued that auniformed copyright law for internet or electronic
infringement might be asolution®. Given the global reach of theinternet, itis
necessary to takeinternational action to enable copyright law to respond and adapt
inareasonably uniform and harmonized way around theworld, an exampleisthe
Intellectual Property and National Information Infrastructure report by the
Information Infrastructuretask force of USA and theWorld Intellectual Property
Organisation Treaty. A mixtureof national and International legidation could bring
about some solution, but legidation aone cannot bring change, perhaps, education,
self imposed regulation and cooperation by 1SPs and on-line users could be
immensealy positive. | SPs, Search engines, Internet Cafés, employersand schools
shouldtry to exercise control. Employersand School sshould have codes of conduct
and Acceptable use policy whichreflect prohibition of downloadingillegal music
and sound recordings. Perhapsgoing in theway of holding employersvicariousy
liablefor such actsof their employeesmay coercetheminto ensuring their employees
do not infringe copyright while at work or even in schoolsfor the Institutional
Authorities. However, some partiesarerel uctant to tow thisline.”
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